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Trie pfsssol- iweoisoo toiases to ihe manipula- 
tion ano stereos:- of information. More partistjSariy,. 
ths present invention relates to securing Infoirna- 
Soet against uoautbonjied use white psfmitfsr^ «me- 
Simised anchor fanctsotHirfiHed ase and/or examina- 
tion of the lf5tofff>atioo. 

Most expression sod communication Is rsduo- 
ibte to one torn? or another of information. As 
information toofwofooias iieconte mores ami more 
sophisticated, information *s increasingly being 
traaseci as-a commercial commodliy. for example, 
movies may oe purchased or rsotsd on video-tape; 
music ss stored digitally m compact ciiSKs; com- 
puter programs are avaiiaole m floppy disks; and 
data bases, including images and text, am teadiiy 
available on CO-ROM as wall as fnxn on-line Ser- 
vices. 

As with any cam-modify, it is easier So? a poten- 
tial purchaser to ms&e a purchase decision tt hs or 
she is able to evaluate She infon-fiation tsefeo ask- 
ing toe decision. Because most Information exists 
as ephemeral maierlai, suets ss is stored etecttotv 
teaffy on a magnetic medium, or as ss broadcast 
over she airwavos as an etoctrenie s:g«ai s it is 
dMsaM for a vendor to secure she mfofmatiori 
against unauthorised use in its original form during 
a \m\ or evaioatron period. 

8 would be bens-fictai to reconciie these con- 
Sllcfeng concerns wtfh iegard to transactions involv- 
ing such materials. That is. it would he hsfpkii to a 
vendor of such materials ii a potential perchaser 
were able to evaluate a secure, original version of 
the materials during a trial period. Because such 
materials are expensive to purchase out ossy !o 
copy Illegally, it is common practice for a potential 
purchaser so obtain and evaluate an unlicensed 
copy of the materials. This siiows the poteofia! 
purchaser to avoid purchasing such materials at 
significant cost and then never use She rnatsnais 
because ttisy do not m&etthe purchaser's nseds. is 
aiso allows too potential purchaser to continue ris- 
ing an unlicensed copy of »» materials after evaiu- 
aiiori fS compiescd. roseitscg ia signiiitani lost rov- 
«mtm So ibs vondor of tfso matstiais. 

Ttm various tocboiqucs ibaf ars known for se- 
curing eyaiuatiOi> vsrssons of opbomorai matortals. 
ars. ovssrali, unsccspiabis so bofb a posentfai pur- 
chaser and m vonoor: For oxarrspfe. sucii toch- 
rtquos require ihar .the oriijirsai suiS«>r of sho ma- 
tariai dovote Significant Wtm and energy so moolry- 
ifjg sut:S) matsrfei to creass- a triat or ewaination 
m$m of tho masorsai. Tbe w^dor is timers o&- 
iiqslcd to invomory and support noor«von«o pro- 
ducing versions of tho vendor's products. 

if. after a trial porlod. a oser detsiros to pur- 
chase Ibo iTiasorrai. it is no* possibia to arnpioy a 
rsmoss transacsioo to ooiivor sucss materia^. Rafb- 
or. shs oijstomor {m{8i piac:o an order wish the 



vandof and the product roost bo shipped to the 
customer from invaatory Tdis aorias of iranaac- 
lions creates delays Ibat may trostrate too cus- 
tomer, w:hfie addsnci significant overhead to the 

s vendor's oporstioas. Thus, I; is nei prrssibfa for a 
vemor to take toll sdvamao^ ot aii posslbis roa- 
ierial distrlbuiiisn channels. For oxampSe. wi?sri do- 
livorino: pay-fer-viow and other enfsrtainrnon! media 
to a cussonra- ovor a broadcast inodian;. il: is no; 

>e posssbie to daiivor high-bandwrdib oveiuaflori ver- 
slons of the materia!, and Iben provide ars enabSed. 
taiiy fonctionai version of toe material by moans of 
a iow-dand width transaction . e.g, over polnt-fo-poiri: 
channels, snch as by ieiopbone, at a conclnsion ol 

i$ tbo fnal period. 

AcoordingJy. Snai vsrsioas oi mcU o?atsdais:, 
such as software prodricfs aoci otbor forms of alec- 
trorac data, are speniaiiy fnoriliied versions of tim 
i-oatoria; that have intanhonaiiy ttmitsd fuocfiooaiify 

m and that canno< bo rostoroO to sherr originai staie. 
Costomors are erscearagsd to esc the iriai version 
of she rn;;rteriai and than. «f she c:ustomer wants to 
purchase a iuiiy functional, unrestricted version of 
she nratorisi, toe customer meat order she standard 

2s matertaf ves-swo, 1'ns friaf version of the material is 
than diseardod. Typically, such triat varsfons pro- 
ves very limited tonoiionailiY- such lhas she poten- 
tial customer cannot get a realistic view oi the 
product. 

ss Tbs tolfowiug schemes comprise she state of 
the art witts regard to providing toai arid evaiuatot 
Yorsions ol epnemerai malerlals, such as otocsroolo 
data: 

A data access system provided by Enigma 

ss Logic of Concord, CaMforoia aiiows the evaiaafioo 
ol the full or standard versron of a software pro- 
gram - toe system does est vrori? with data, soch 
as linages or sounds. A reni>>tg tfansaclson is nec- 
ossary to allow access to. or enabling of, the soft- 

*5 wars prrxiiret. Aoooniingly, the evainatud piixjrarn 
cannot oe converted locally to toe standard, un- 
modified version o? ihe program. The data ar:oess 
system allocates aigorlihm space to sobware au- 
thors. Pat includes software hooks in evaluation 

*s versions of the program, Sneh evaiuaflon versions 
must be recompiled before they can bo eoafosod. 
This requires special software or a unique opera!- 
ing system tor implementation. 

More proSjieuiatic ss the requirement lhas a 

tie ssparste password gate and bardwaro key Is nec- 
essary to aiiow use of the system. Such scheme 
degrades both system operation and program psr- 
fonfsance by requiring toe asm to interrnpt use ol 
tbe program and respond so bequent validation 
oalls to the passworo gate 

Lotos Software ol Cambridge, Massachusetts 
provlctes an evaloaffon system that -allows a user to 
evaluate a Jutt or standard ves-sion of a soffware 
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pmduot tost must be stored on a hard disk. The 
system requires remote confirmation before a user 
ts *w«d access to, of enabling ol she software 
product Tha system also squires teat 3 software 
author modify She original software te Implement 
me evaluation schema, sucfi Ihat she evaluation 
version most be s^compited before i! can bo en- 
abled.. His system additionally includes a routine 
ihat ptwidss hardware copy proteeiion. 

'Thai Versions" ot solbvare are generally avail- 
able. Such versions are often offered 'or itm or foe 
a nominal cbatge and ptosis soma rsstncsed osll- 
ify ol the sowars product, which allows a user a 
iimited evaluation of ths product As with other 
evaluation schemes, tf >s -s system requires that 8te 
software author modify the original product So pro- 
duce the evak:atSOO COp¥. If 3 SSOr decries to 

pa;chsse the product, the user cannot create a 
fully funclioaal, foil featured copy of the orlQsoai 
product remotely, but: must pnrchass anotfw disk 
which contains m operational original version of 
the product. 

Encrypted broadcasts are commonly used, lor 
instance for Pay^or-V'lew showings of movies aad 
other entertei«meni programme Sooh system 
Poos not aiiow unrestricted viewing of a fytt origins! 
version oi the- program. Raiher. the version of She 
program provided to a viewer is intended for one- 
time am. Thm, sooh system ts not useful for most 
applications invotvirto. electronic data which require 
maoy-timo use of program*: databases, art. aiusic. 
etc. 

Adobe of Mountain View. California provicses a 
CD-ROM-based svalo&tioo system for primer toots. 
This system reqasres a remote fraasactien to ac- 
cess a tuiiy enabled vsisicwi of the stored foots. 
However, tne system on;y allows viewing of the 
foots oo fits user's somen. The computer system 
printer metrics are not provided in fns laa! or 
evaioairot; versions oi the font TSjus, panting ss 
possible oniy vmors foe enabled version of ttte torn 
is available. Acoisdiogfy, soct; oohefoe. Oijoaoso it 
oaiy aiio«f. vie^irsg oi she toot on a scroer;. is ot no 
praoticsi vaioe in emkmiing %m actual prsafed font 
ou a page of paper. 

Comsjoctc ot New York, New York provides a 
iiOraty ot ssook phoios oo CO-ROM. Ids system 
aifaws vsowiag of a ocaansd dsgisai version of a t«« 
ongina! o.s, & tow rosoiuisoo version), but doss rtot 
aiiew for remote aiifook:np of sne orsainsf. Rstrw. 
tt)o system soqasfos a ssjpafiate i;ansac:fion to ob- 
tain foiiy asadio copses of m iitawy pbosos. 

ExaiTipios of other scnornes for protsciiog 
ephernerai mstsriais inoiud®. 

■■ DAT {Mttsic- Tapa) copy paotecSioa: 

- Floppy Disketio copy protection: 
• Seriai Port hardware keys; 

- Rostiioted nrnntm of copies of ongln&i; 



- "Try and Bay*, speoieity dsveioped aiai 
versions of original matsnais that oaaoot fas 
oonveitsd to origiaais ! coifscted oo s CG- 
BOM,o.g MacWorid Rosoorcs CO. 

5 The fete-going systems ate of limited use and 

appeal because Shay rsqasrc the author to modify 
She oiigiaai mstoriaf to produce ins evaluation vor- 
sica of the malarial As such systems provide a 
less than compieSaly fooctsonai evaiwsSion copy, a 

re noo-owner cwoot cvaiuale ihs entire origiaaf ma- 
terial, for 8>:ampie its making a purchase decision. 
Should ths dectsioa be made to parcdaso the origi- 
nal, an onfSrciy diffareai copy of tf;a maioriai must 
bo obtained. Kb. so syafoarJoo copy of the maieria; 

m cannot., upon validation, be assd as a foiiy fuac- 
ilonal original of toe material, 

1 here is not aay known secure syatsm avaii- 
ssblo at this time that: aiiows a user te v:ew a data- 
faasod prodact, or ass sfva product ia its toliy fuac- 

3B ilonal for;;-: bsfose deciding So purchase the prod- 
uct, and that allows the user to restore too evalu- 
ation version of the pfoduot io its sully functional 
original version form rrnmedteSeiy after the user 
decidos ;o purchase the material. 

as Aceordioojy, an oojecf of this invention ss te 
provide a sysiem for seouriog eiactronlc data, while 
aiiowiog trme-ilmited andtbr function limited use of 
She data. 

This Object Is solved by at; appststos for ;raos- 

» iormstiori of ephemaral materlats of independent 
ciaim i and by a process for btdirsaional traos- 
forusaiion of ephemorai maleriafs oi tnOopendens 
claim 8. Furfhof advantageous featiiras, aspects 
and details ol the invention are evident from the 

35 dapoadoaf cfaiina. the description anc the draw- 
tngs. The eiairns aso intended to Oo nndersrood as 
a first non-iiinifirso approach of cisfiniag the inven- 
tion In general teems. 

The invention converts aa original version of 

«? tht; date to a disabled version that may be used ior 
a limited trial or evaluation period. If purcdase ol 
She data is deslt^d, at; unloot; code may be put- 
chsrsed that converts the date to lis original state. 
The preferred ernfaodlmo-nf ol the invsniiou 

4S provides an apparates and method for bidirectional 
transformation of ephemeral material. Wdsn the 
invention is appiisd to chosen materials* soort as a 
computer program, a portion of the materia! ss 
separated from too origins; material in tOls way. 

so the present invention produces a denatured version 
oi the origina! maierlai ihat includes the irspsrated 
portion of tns material and the residual portion of 
the material. Tho dsnatsrred veasion of ftJO material 
is placed into a temporary storage csedlnrn. such 

ss as a random access memory m a computer sye- 
torn. sisch mat the deoateted vorstoii Is readily 
accessed by a system user. Alternatively, the sep- 
arated portion of She materia! may bs replaced writs 
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& modified portion, for example a counter may be 
included to limit fne number ot femes tf» materia! 
may be accessed, of interfering materia! may be 
added to the ofigmsi material, such as imps in an 
audio signal, or a mask m a visual stqaai. 

The invention also provides a modiste that su- 
pervises recombination of te separated portion 
and She residual portion of the original materia!, as 
provided wish 5hs denatured version of She masenal. 
to allow tone and'or luneilon Simited access to the 
original masona!. A transaction roodote enable un- 
restricted acoes.s: to a Icily functions! copy ol she 
origins! materia! by perm snoots? reeornfeioing trte 
separated portion and the residua! portion of toe 
original materia! on a permanent storage medium, 
such as a rsatd disk. 

According!?, tue present Invention allows s 
user Is evaluate Sully functions! versions; of cristas 
materials before purehsssrtg lbs mate-rials. Because 
she invention operates with any engine! material, 
there is no need for the aotoor of Sba material to 
modify ihe original ma-aria! so create a trial or 
evaluation version of Ibe material Rather, tha in- 
vention allows any Individual to transform at? origi- 
ns! version of the material into an evaluation ver- 
sion without any special knowledge at tbe consent 
of the original materia!. 

The present invention supports roatote transac- 
tions lor delivery ot the materials toy aliening im- 
mediate access is an original of the materia! io- 
caiiy, once She materia! is seincted for parehase. 
For example, if purchase- * desired, the user may 
call a toll-free telephone number and. upon provid- 
ing, a credit card number, obtain a special cede to 
enable the trial version of the material 

Tims. She present: invention fakes fall advan- 
tage or aB appropriate disiribution enanneis f-or 
example, in one embodiment os She present inven- 
tion, evaluation versions of computer software are 
preinssaSSed en a computer system. i! : after evalu- 
ation, purchase of the software is desired, the sys- 
torn immt need only obSain an auslx-haafion code 
by telephone to oniock a My functional original of 
She software. 

The present invention also makes it possible to 
deliver high-bandvfidfh denatured versions of 
ephemeral materials over broadcast cr-annels. Ac- 
cording to this embodiment of the- invention, an 
enabled version of She material may bo delivered 
vsa Sovr-bapdviridib trarssactecn over poifrMo-pOsm 
chaenois, That is. the ofiQioal notorial is dnllvoi-od 
iocaiiy wish a system and an aumoi-^sion code s$ 
pnrohaseri to sccess tl-y matorlai if purchase ss 
desired alter cvalyatfOii. 

Fsg. i is 0 block .diagram ol a system for trans- 
torming PpPsmerai maltef according to a pro- 
ferrsd ^nfoodimsnt of the press-as: invention; 



Rg. 2 is a dlock dsaQram of a system for trsrts- 
tormiog epnemeral matter aeooi-dtnp to an al- 
temase smDOdimen}- ol the present invention; 
Pig. 3 ss a bsook diagram ot a system for trans- 

s forming eplieniera! maltef accordii5g to anethof 
atteioato smboGsmenS of the presses invention; 
Fig 4. is a flow chat depsciif^rj a process for 
transforming ephemeral matter befwceo an orioj- 
i?ai form arid a dersafured forsri according te a 

w pralerred embodiment ol ths present Invention; 
and 

Fig. S is a flow chart depicting a process for 
enabling and rostonng denatured ephemeral 
matter according to a preferred embodimem ol 
rs tba present ipvoofiofi. 

The pfeseni lavenaon is isest understood by 
referring so fhe Drawings m connection w-rb review 
ol this DearrsipSion. The presem invention provides 
a system for transforming eonerrisra; matter, such 
29 as electronic data, inlo a secure fuliy foncfionat 
denafored version ot the original matter. The 
present invention afews Siie dersasnred version of 
the onginai msstor to fee restored focaiiy to Its 
original form by means of an awtrioriiiaSiori so- 
28 puence. 

Tbe ioiiowinp Semis are used In She description 
as defined below: 

"Author*. Authors, composers, producers, or cre- 
ators of original materia! who have access lo coe> 

35 ponsnts needed so hoiid original material 

"Bl-difecslonai process". Transformation of rna- 
tehei from She ongina! version to an evaluation 
version and back from She evaination version to she 
original version wiheu! noticeable ioss ol informa- 
tion to fbe user. 

"Denalored". Partially or taffy encrypted ver- 
sion or the -original version. 

"Enabled", Permanent conversion ol denatured 
material to toe original version, 

40 "Epiieim-rai Maiersa!" for "Materials Any :na- 

tersa! that can be duplicated via an efectric device 
and saved and resiored from an electronic storage 
medium, including, bos not llmised lo, the permuta- 
tions of digital analog, magnetic, optical, «iSK, 

4g drum, and l&pe resident data, 

"EvatoavoiV". Partial!? disabfed origsnai version 
■hat aikiwa fnl! accsss to all oS the onglnai wsmion's 
parts hut ressncts the use of one or more pads, 
astner lunelioriaily anoVor isrnporatty. For exampto, 

so aflowing Mi access to all she iealunss oi a ssftwere 
program, tent disatiowing fhrj asrlllfy to save and 
m\m mm work; or including beepa into' sound 
source materia!, or blips of noise Into video source 
rnstousi. 

5§ "Original". Ephemeral materia! which may ho a 
software program:, data tile, son rid or graphic tile, 
etc., and that can be used independently of the 
transformation process. 
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"Remote {transaction!" ■ Including, but not limit- 
ed to, pressing a key. calling vis telephone, fast or 
modem, esehanojng legal tender or free ioksns, 
and that engages a counter, clock, ate. to ohaop,e 
the status of the irial period ot Uiai condition. 

"Third Party". Transforms <mg\mi ephsmsrai 
materia! to its denatured version and vsrspper and 
delivers both to ussr; doss not noeci to fes the 
anther. 

'TriaP. Temporary corsvomon erf: a denatured 
version to an eyskrafe? wston; m evaluation vi- 
sion to an oricssnaf version, or a denatured version 
lo an original vrjrsson, for specrhc period of tim». 

"User", Nsither a tnird party, nor an author; 
uses the trtal, evarrjatioo, and enabled versions, of 
She ephememi materia!; onQagos a transaction, ei- 
ther mm or in conjunction with 3 thsrd party. 

"Wrapped, Aiiows remote transaction ;o con- 
trol pidirscaorial transformation between tins origi- 
nal, sanation, and trial wto of the material. 

The preferred emPodimem' of tjt© present in- 
vention corals ana: encrypts any desfrsd software 
products, using a "denaturing" process that re- 
places a ponton ol the product information, such a$ 
a standard version of an application program's 
"staff-up" code, with a special podsort, &.g. a so®- 
eiai stad-up coda segment, thai mks the product to 
a usage counter and encrypts the application. 

The enabling system oi the ptesent invention 
converts ths application Pack to sis "nature!* stats 
{file image), lor example, by replacing the rnocfiliso 
stad-up code segment with the application's origi- 
nal start-up cods, 

fip;, 1 is a olock diagram o? a system for 
transforming ephemera* matter into a derssfeifso 
version of ma material according to a preferred 
embodiment of the present invention, m the Rg . a 
process PQ {22) uses vetoes functions F1, F2. F3 
if at 8.25} to mate transformations of ephsmorai 
materials iv30.Ml.M2. and MO (rDdS.IS.iO. The 
fuoctsoo PI W) takes a porSioa(s) AO {Hi of ma> 
terias MS {t0}. apibnaiiy afii;ryr>ts ihe porfSofi AO 
(f4;.. and saves ih& potion as. a prot«ssad portion 
At m) whicti resides in masariai M1 (13). As a 
rssuit of Jhssr operation, materia* MO {10} osisU. ss a 
rasiciaai oonloo SO: ft 2) and a sspar&ted or hsddor? 
prslion At iH). Wmt tha prasent irsvention ts 
applied to mt dorsatursd mstsrsars, the femeJSort Ft 
{18} tekss m sepBiaiad portion At (t4j of iha 
malaria! m {13}. opiionaffy decrypis ft?© iporiion At 
iU). and saves it as a portion AO {Uj of ths 
materia! iW J10). 

Fuoofsoo F2: {it>} mixes a pooioo (1 ?}• of ihs 
maiarsai sVSS fl s>, wh:cft cao f)a any ussr §«msra!«d 
•additional m^«3i< soch as ordering informaiioOi 
sic .or whtcfc cao tso portions af m hrddap matatiai 
At {!6}, irsto a portion A3 (20} ot sho matsnsi MS 
{11}. Piioctioo F3 (25) rfiisas; !h« rsskSuaf priori BO 



(12) ol ttte odg:riai maiaria! MO (t0) into tho ms>- 
tsriat m (11); or. if! tbs ofhor dirocfioo. tos function 
F3 {25} mfxss tha portions 80 (12) of iho matari&i 
fv?s {ID into tha materia! MO (tOj. 

5 Thus, liio set & origin&r materials SO (2\) is 

transfor^od to an agination vorsion of trie maton- 
ais St {23}, which may optionally iodwte 8*d 
parly gensrased matsriais S£ (24). Tha evaluation 
v<5fsion of tt;o niaSariois fociodss tha rasicfoai por- 

m t:on 80 tf2) of the origsoai maferiai, third party 
fjarsoratod mateoais .A3 i2f)}. anc am saparatsc or 
hicsdon poniort Af (16) of tde original matanais, 

Donog avaiiiattoa, tho reseda at panlm B0 (12) 
arsd ins fsiddeo por8o« A1 «8> are racomdinad 

?s ondor fho sapervrsior) af prsacss PQ (22}, whroh 
may ba a sfjaii pfagraro in some smboaVoarits of 
tho invsntfon. Suoh roeofabinafion occurs m a tem- 
porary storage med:am, such thai She iecomOinaci 
vsrsioo is not rofainod af m em of ifto current 

3B trfai, Counters within ptocass P0 {£2} supervise tha 
length of use or narnber oi triais to which the 
avaioatioe ratSedais are pot 

Tho evaluation version is oarmanantiy enabled 
as parj of a purchase tfansaaiiot} io which im 

ss process P0 f22), open receiving: and verifying an 
aoabia cooe* allows rocoroDiaation of tha residaai 
port«oo SO (12) and the hidden porfsoo A1 {IB) omo 
a psra'-.aosnt msdsum. sodi as a hard disk drive In 
a compete; system, 

so m a profsrred emi;>odirrierrS of the present in- 
v<5ri!iac. a third party nsay modify art anginal vst- 
sion of the material vyitnont author JntotvsntJofi. 
uoiikc prior an sortwarc misthods that must ha 
explicitly Implementsd by the software author. 

35 Such moeiiiieatior! dcoatufes the otiginai version to 
produce a saeum, fuiiy lonctionai trial or aYaluaflon 
version of me materia*. 

The prasoisi Invention, does not faqoiro thai {ho 
deiivssy modk»m fje sffersd to Implement she ma- 

«? t.efiai in ars origins! farm, mr ctoas ttio onrserst 
invention reqasre a spseiaiiy preparod storage me- 
ijiarf!, sric:l) as is osed iar a CD-ROM based sys- 
fem. Thus, the preferred entbodiment of the 
prasertf invsnflor- aiksws a aser fa make a derailed 

4S assessment ol the originaf masenafs so an origrhai 
format. Bscaose the trial or ovaloafion ot 
tha m&tohal is frmctlonaliy hfeoiicai to Ihs Origlnai 
version of the material, a tria! use is sapstehtistty 
the same as using the origlnai mstoriai. Accord 

so "togiy. artllke tits prior art. tlio present inveahon 
does not require both an rsvaksafson version, in 
which key portsorts of the materials are missing or 
disaoled, and an origlnai version, wniah is sepa- 
ralaiy ordared and deilvared attar avafualson ss 

ss compietod. 

ih the present iovanlian, aii material lar trans- 
forming, a denatured version of the materia! to the 
erlgsna! verniers af Ihs materia!, and Ihetafora for 
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enabiira) wtrsstricted. My InncSional use of the 
material, is provided to the « with theweiyaifon 
(benstuied} version. Until unrestricted use oi she 
oiiginsi vfefsiof? !« aulhon-fod, for ^ampfc by « 
valid purchase tfensacjion, ihe material mxiessary 
to provide an original version is present on toe 
seme medium as ins denaiused version, but such 
material is wavailafce to ihe user. Thus, the 
present indention provides 3 seams system which 
iinuts tmuthorfcod access So the materials. 

TraosSorsntaiion of to® origins! maSeria! so an 
sphsmsral version for trial or evaluation pmposss 
in accordance wish iSie presenS invention is possible 
with any ephemeras materials, computer pro- 
grams, souod recordings, images, data, etc. m ooe- 
SrssS. prior art soilware methods and techniques 
oniy wort< on executable coda, prior an ■software 
algortilrms only work or software data: «So, The 
present invention can be applied" to any permute- 
sions of Iniermsiinn stored as mateg data, digiiai 
data, coded instructions, eSe. 

Fig. 3 is a fetocfc diagram of a. sysSern ior 
transforming ephemera! metier according to srv aS- 
tertmte amixidirnem of the presem invention. The 
Pig. mmm% an aspect of the ihves-itson met aiiews 
varying of the sic-e or reversibility of hidden and 
denaturing maiehais. For oxampie, denaturing ma- 
teria; (15) couid inotede a vvssermark or copy- 
sigh! notice Shst Is inserted into the anginal rnstoiiai 
by ftmctloft P2 (19).. To remove tho watermark or 
other materia: and enable sjniimited nse of the 
material, the denatured version of she original ma- 
teria! i§ subjected, far example, So an exeiusiva-or 
operation wish She denaturing material (either by 
function F1 or F2), or my ether technique {hat 
would serve io erase the waisrmajk twm ihs angs- 
nal material 

!rs various erobtsrtlments of (be inventus, She 
portions m {W ahd A2 07), as shown io ftg, f, 
cars t)e of a«y seieesed s*ae. Thus, Fig. 2 does nos 
shew e portion At \W). /.«, portion At (IS; is of 
tfee -O". Portion AS (17) is shawrs So be Gl a si;ra 
greater Shan -: 0", suofc thsi appending or inserting 
portioo Af: it 7} itm materia! MO <t0) croates a oew 
niaieria! m {it) wb'C-h is oi iesser vaiue iban 
material UQ ttQ). As with F,g 5. disci^seci abo^. 
evaiuation or anafoiitig oi Si5a Oarsafefsd malaria! MS 
(11) rsswsss she process by which she onojnai 
rsaisda! was dsoxUinsxi, -Jifher in a temporary «sa- 
4ium for evsiuaiio« purposes or m e 
inariinrr; itirenabilng ptirposos, 

FI9. 3 ss s biock dis^rai-ri of a syssem for 
transfomsing ephemera! rnstter according to an- 
other sitsmsie ©mhodsmeh! of the pressot: soven- 
tion. Fig. 3 .doos not show s porsjors Ai or A5, i.e. 
portions AI and A3 sre ei sizo "0". Thus. sf?e 
transforrnation of portion AO {14} to portion A3 (20) 
vra foeofioc; F2 {19} craales a mw materia! MS 01) 



which is of iesser vsiue sh&rs rnstssisi MO {10; 
FuootiOfi F! (58) transforms portion A3 (SO) back to 
portion AO {i<5>; both of functions Ft if 8) and F2 
{19} may beihe sansa fynohon it She transformation 

s heivraeo pontons AO 04} and A3 {20} is reversible, 
in poth of Figs. 2 and 3. the process P0 (22) 
i>ar:omes significant when tharo is enough differee- 
m in va!ne between meisoeis M2< iV.) ehd m 
liO). ia mw& as an irioansive to convor; roa'ariai 

w MS 01) hack to materia* MO f i 0), 

Anoii^ar afnfcodirtiarsS of She invaoiiors intef- 
ieevtis the portions AO (14) and 80 {12} in she 
materia: M0 00), as welt as ioiefioavteg tirs por- 
tions A2 (1 n and SO (f2) $« meioriai fvS3 (11). 

Oenateting psocess. Wtran a third party i«voi-;as 
process PO (S2j. a pOit:on AO {14; of orsgift&i ma- 
tehai MO 00) is oowertod so portion as 06; by 
montion Ft {18). and is ssvad as hidden nrsaiariai 
m (\Z). Process PO {22} tek-os the remaining per- 
iiors BO (12) of origi??ai materia! *M (10) and. by 
operation ol function F2 mticss it s do- 
oasnriijg rrsatehai A2 (i7> so <:roate desraturacl ma- 
■enai m {tt}. consisting oi porsions A3 (20> arid 
BO {12}. which is savad. 

28 Snabiing process. When a ussr invokes pro- 
cess $2}. Site pofiieo BO 03} from denatured 
rnatefisi m Of} is combined with the portion As 
OS), which is converted to portion AO m) of hid- 
den matesi&i Ml 03). to orS&Se odgstia! m,starisl m 

ss {YJ), wftiob is then saved in s permanent forme!, 

Tfiai proeass. Ttss ftiai process is nearly the 
same as she enab^o. process, escepi ihas ohg(na! 
rnatenai MO aQ) is sot saved instead, she gen- 
erated ohpinai maters MS {ID is piaced on a 

ss temporary medium, such as a random access 
memory irs & computer system, and is aotomaii- 
caiiy removed at the $m of the trial penod. 

The ioregelng is fcatier understood with refes- 
onoe to Fjg. 4, which is a flow chart ocpicting a 

*5 psocess for •raesSersT«eg ephemesai matser ixs- 
tween en ohgjnai form and a denatured form ac- 
cording so a preferred emSsodimens of she present 
iovenlion. 

In tfsa Fig. 4. at ttra beginsrij-ig of ttra process 
4g (iOO). an chpfna! app!icaiiei-i progrsn; U® Hi) has s 
ssartup code (40) anc 1 a resiciuai portion {42», coh • 
sisSing ei she res! of She coda. ASShoogh the ssarSirp 
codss is hsod in this embodiment of lbs invention 
for purposes of example, any section oi She irs- 
so formation may bo separated from the whole in 
practicing tne present invention. 

The onginai mmm is disabled ?101) by hid- 
ing she origins! startup code and repiacsng the 
startup code with a modihod vsrsson (44), tor exa«- 
5S pie, a sSarsnp code sbat inclodes a count©? that only 
aSSews a iimiiod rseirsper of- im\ uses of the ma- 
tehai As a reseis, a denatured wsm <40) of the 
Ofiginai rfj^sdai is prodircer!. 
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During opsr&fion, a determination is made 
whether a trial y$e or an enable stop is undertaken 
by a us©r (toa if the material is pui to a that or 
svaSuailoo use, a counter is used to fesej> track of 
She number of uses {103), When & p«tetetwifi®d 
allotment of trial uses is exceeded, me material 
may no longer be used (104), If an enafoie is 
seteeied {105}, the enable sequence is engaged. 

When the material Is enabled {100}. a reptace- 
mem startup code (44} is removed from a de- 
natured vesfsiofs {43} and discarded, and the original 
startup cods {40} is recornbsned with the residual 
msseda! (42) As a res;,: it, art matoksd »wi {45} 
of ihe original material is produced, 

Irs some em&jeSirnente of the invention, the 
material may be modified io operate only in a 
temporary meoierfi, such as a random access 
memory, during thai or avste&oo. When enabled, 
the material is reeombined on a permanent me- 
dium, such as a hard disk drive. 

Security Strategy. The encrypted product ap- 
pears as a special wobn cievek>:i>ed by the pub- 
lisher, although if is not a asocial version, Rather, a 
p;>rfer> or the original material, e.g, -bo product's 
original start-up code, is hidden m another place. 
The denaturing, process is a unique, check- 
summed operation using any of the many known 
encryption algorithms, seel! as the data encryption 
standard published by the U.S. government 
("DBS"). Thus, to enable the product,, a special 
enable program mwst bo activated by a unique, 
check summed code number. 

Fig. 5 53 a ffow chart depleting a process for 
eoafciing and restoring denatured ephemeral matter 
according to a preferred embodiment of the 
present invention, in particular, Fig, 5 ilfusiraies ids 
preferred roethod of securing and enabling material 
to accordance with the present InveoSSori. 

in Fig. 5, at a first stop in the process {200}, a 
storage medium {53} is shown having various dis- 
abled products (SO.5'5,82) welch include respective 
replacement star; op codes {5 4,55 5,58} and hidden 
original start up codes {S?,S8,§3), as described 
above in connection with fig, 4. 

A process she!! (805 provides a counter and 
security function. A trial counter (202} feeeps track 
of thai use of each product and ibus permits only a 
limited number of trials; When the count is 
achieved "H"). Indicating that she allowed 

number of trials havo boen used, additional trials 
are olsapipd {203}. 

« ibs pi-oduoi is to fso enaPled (204), tfm a 
?i-ansact!s?n code is generated {20S}. Wneo ibs 
original prodoot Is disabled, fbs product Is givch w 
(deification metbod Sbat a black box {62} r<ses to 
genesate a unique product identification homtsor for 
thai product The product Identification number is 
displayed on ifto user's screen and is used as lbs 



transaction code whoa the ussr choosaa to pat- 
tern® the product. The black box provides a secu- 
rity code Ifm may be generated by my of the 
hwm secunry astd fsncrypfloo aigorimms. 

5 The transaction coda is qivoo to a vendor saies 

representative af a remote iocaiion ;8tt, s.g, over 
telepbooo sines {55}. The saioa iopf^aentatlve en- 
ters the product identification number into a master 
syateiTi "anabks Pox" {63} wIiot tiim number is 

m vorliiod as a vsM "child" of the system "parens" 
(2G6t After validation, siie "ee-sbie box" (S3s issues 
a unique enabling code numbsr {208} which Is then 
provided to the user to enable tno product. If the 
transaction code Is act vailciated, the process Is 

?s halted (20?! end addihonai yse of tne product Is 
disabled. 

vVneo the ssnable cede ss entered into the 
user's sys-eui, it la vended as a v&ild onabte codo 
<209i If the code tess the verificstion step, the 

;s process is balled (210} and additional ess of the 
product is disabled, if ids code is a vsisd enaoie 
code, the ssiabieb products (2lt} are restored for 
unlimited or adcitbone! trial use in mo Fig. 5. the 
product i'SO) is shown having its origtoaf startup 

as code ($?} restored; the ropfacement start up code 
(54} has been rsmoved and discarded, as de- 
scribed above in connection wlib Fig, 4. Any num- 
ber of products may be enabled as desired by this 
process, depending upon selccdoo e! the particular 

so producrs py entry of the ptoduct's aotooe Iden- 
tificafioa number. 

The enabling code process is iacifrtated by a 
checksum technique, such as operates, for exam- 
ple, as fellows. The user's system generaies & 

35 product idersttfieaheii cumber that adds up to the 
same predetermined number, e.o, "10". The "biack 
box" adds up any user number it receives and. if 
the number is equai to the predeieursined number, 
then the "biack oox" validates the number. The 

«? "black box" then generate an enable number fbat 
always adds so to the same predetermined enaoie 
number, e.g. "ts*. Wiren the user enters tfse en- 
abie number, tise user's system checks the number 
aad, (f vaiid, enafoies ttse producr. 

4* In the security system oi a profaned embodi- 
ment of the presses invention, the system appears 
to a user to work wtfft special "key" numbers 
generated at the time of instaflafien. However, there 
is no ifiventory ef eoabliug rtombers. Rattier, the 

so customer 10 mtmeer Is unique and generated by 
5he checksum aigorittrm sbat prodr;i;es a different 
number for every tmnsae;lon-ih fact, ids number 
cae change from minute io minute, depending 
upon the specsnc imptementation of the aigoriihm. 

ss Thrrs, the system generates unsque enabling codes 
lor every pusehase session. Tnerefore, even sf the 
"pisoff box" {82} were "captured" it still needs 
password activation for daiiy system password) Ibat 
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mvemtoa 

Software "Tty and Buy" system (see Fig. f). to 
Shss amhodimsn* ot {he invents®!, rnateriat fv50 ss 
the eriginai executable code of a software appiica- 
tion; matethaS Mi is a portion of tho appiication 
startup cods; material is a repiaoeroent startup 
code for she applicators when, givss so error mes- 
sage and serrninaies program opasaiioa: and ma- 
tsrtai M3 !S a dorsafufod fs&s. When m software 
appiication Is run without using the presorts iw» 
llort ne this case, process PO}. the appiicatioa gives 
an error message arid terminates program opera- 
tion. 

This smbodiment of the present invention is 
osod to disfrsouts and seii software products di- 
recfiy so software purchasers. A computer sysrsro 
vsodor provides a process incorporating the 
presses invention on a hard <it'm- supplied ««h «» 
computer system, and/or tfse present invention utay 
be distributed as par! of a stand akste CD-ROM. 

Thss emoexiimarii of ihe invention offers a vari- 
ety oi ^reinstalled" appfcation and utility software 
programs. For example, m interactive, Wisxiows- 
b&s&d graphics: modufcr system fata customers 
worse with tho software oo a "friar basts {«.g, up to 
tan uses); view as; animated demon static;;}; com- 
pare me pmem's features; and rscosvs information 
on special promotions and discounts. The cus- 
tomer cm vm eaif a foiHres- direct totecs-ione 
number to react! the computer system vendors 
safes office and pachas* the prodyctt's}. for exam- 
pfo Py tisir^g a credit mrtt. Upon cmik approval, 
iha safes japrasentafivs Q:ves she casfonier a spc- 
ciai code nemeorfsj ihsE "oniooks" iha software 
prodnctfs) for anfasSdotad us>a. Ths suppodfag 
niaas.is:s «nd backup disfes si-r scni v'!« ovawighf 
expfass, rh«s. the ptsssmt isvaoJiOfi provides a 
ooien^af ctssfomsr vm m <«portt!f»tty to ptsrdtase 
sofiwsre oe ars »?totrf!38vo, "fry hofota yon o«y" 

This ofobediSTiiini of fhe preaeiit invention pro- 
virtes ooliahcad vafua sod affows parsonaf coftfigu- 
sstion by p'e-ioadfng software-, ready fo try, on a 
computer systerrc if m customer is saifsfieo wrSP 
the ■■software, the cosioroor can parchaoe {he prod- 
oat, and eoftvori >i to uniioirted ownership. 

Thos. jfto present invoofion acsdresses trie 
pfohlorrss of i>orahasin9 Oiafsdafs, such as aoft- 



*w. Sacaoso thsre are many products wtfc im«r 
ds'eds of features, too ps'eseot inveotioo atfews a 
ussj fa scsoaiiy try somo of ihaae products; saa if 
tho toatvifos thoy otter arc wmr< see bow those 
s features raaiiy work, a!! wBhout requiring fhe asar 
to purchsso iha prodocS; or overs order w evaio-- 
afior; copy of the product, ft the easterner Paddos 
to purchase a product, it »s ajrosdy insiaiiod oa fae 
«;s!ors}ar : s sysiorri arid roarfy -o oso. 
?e This ornbodiroeat of trta prossot iavsotioh pj-o- 
virfae throe system rooduses: 

it) A "Try aod Buy" modute wfiioh serves as 
■ho costomof interface., providiog a Post of foa- 
lures and caaaPiliiias das:gnad to factiitae the 
;s ovaiuatior! of fho iastsiiod software produce sod 
tPs saia and ooabiirig ci tha purchasad prodneta 
(for aoffjosted yso.l 

•2} A mamt modufe whiah is inaiaiied oofo the 
compotor system hard drives, aad wbloh so- 
so ciesfoa the "Try and Bay" module, encrypSed 
software prodacis. aniraafod demos, phce sad 
promoiion dasabaee arjd en enatifing mrsduie, 
{3- Aa eaaollng roodofe which dispenses vafid 
code aomOors for the easterner's local enabilog 
as system. This modais prc-vidas a "black oc«" 
if-iar vaiidefos the tusiomof's f.D. aomPor aad 
issues the enabilag codas thai ars integrated 
into a staod-afone Wiarfsavs ijppiicstioo, 
A "Try and Say" main program incfudes liva 
as program module vwsdows; 

\, £vafw«8 Prodact fvtodaie - Triai product aad 
aasmstad demos. 

2. Coarpsro Proo-jcts fViOdcie - Coosparo pro- 
dneta an a feature by toaiare oasts. 

3. Order Entry Modute - m-fm salo aed prod> 
act activa-ian. 

4. Catalog Modute • tnforraafioa oo addition 
psodiicta anr! aasvices. 

5. System Services fviodaie -- Erase system or 
*5 prrjOuess from hard drive. 

Generai OparaSon: TTte "Try aad 8uy" systern 
ijprirates in a manner similar io thai of a staodard 
mwtmm appiscatlon. The "Main fvfodais" tuna- 
tioas as a dynarnic. grapfacai "Main Mmu" offer- 
4g ing access io ihs fivs Prxsgram fViOdaia Windows. 

The Evsiuats Products Window disptays "five" 
pmducs loons; ttiat cars Pa "launtihed" wlfh eitPar a 
slmpia moose cftcK or t>y typing tbs icon's "menu 
mimbar.* A dialog bos sppaare whenever a prssd- 
uct icon is laaocbed. offeaog tonr Simple chowes; 
ft} Visa;? on Animated Demo; {3) BraiuaSe fhe Prod- 
act; {35 Compare toe Product; and «} Pu:rchasa fNt 
Product. 

Ida Compare Producfs Window provides aus- 
5S tomere with magazine-stylo comparison charts of 
preduess grouped wsihia csrfaia categodes (word 
processing and sprsadoheets) or a simple fostore 
isst of stand-atono prtxtoats im pnxbx&s avaiiatiie 
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for compsmsm), 

Tm Order Entry Window operates as an intar* 
active order form that provtdss toe customer wish 
the- toiiovdng functions; (is select the products toey 
wish to purchase (or raws frse): (&} review spe- 
eds pricing or promotion outers; t'3) set as a "guide" 
for calling a toil-tree safes representative; and (4) 
provide asi iotedaco for entering she spociai prod- 
uct "enable code" that converts purchased pro- 
ducts lo unUmstsd use artd ownership. 

The Catalog Window ss an interactive mer- 
chandising module (not a real, select products 
satsioo,} thai displays information on adOitisrtai 
product: irnes and servces, such as "Notebooks." 
"Networks," snd "Peripherals " 

The System Saw Window allows the cus- 
tomer to ioseraeiivS'iy setsei and ds-sstect products 
and demos they would ifke Jo delete or retort 
withsn their system. This Window mcduio -sppc-sfs 
as a dynamic "matrix" of products serf demos thai 
earn bo marked for delating or .saving, in addition, 
the customer has she option of deleting toe entire 
"'Fry sod Buy" system, ftp, to save space on the 
caster's system, 

Operation and Module Specl?!catfons. l« the 
preferred srobcdtrmmt of the invention, the system 
is instated as ths primary (and only) Windows 3.1 
"Start Up" application. When the customer sums on 
their computer for the; fits! iime. "Try and Bwy" 
system launches Irseif and may play a special 
animated mfroduesion module. 

T'ne Comosre Product Window otters 8w cus- 
tomer a quick method to compars similar products 
soch as word processors on a feature oy feature 
basss or simply ■tsvsew a "data sheet* of product 
features end oensiiis. A lis! of product comparison 
groups sword processors, spreadsheets, sic; and 
any remaining "stand along* products ate dis- 
played for sanction by tiio customer. 

The Order Entry Window operates es an inter- 
active ordpr form thai provides the customer with 
the iotiowifjg functions; (i } select six; products they 
rrssh to purchase for recssvc free); {2} review spe- 
oiai pneiog or promotion offers; t3) aot as a "guide" 
for calling ths- toll-free sales representative and {4} 
provide art interlace for entering the special prod- 
uct: "enable code" thai: converts purchased pro* 
ducts fp untested use and ommm&. 

The Catalog Window is a "ifiiss'oo&ndtsed" in- 
toriyiatiori screen disoiaying ipformation on too ven- 
dor's N»e of os'oducss md servioes and structured 
along tho iioes of an mleraefevs rnariroSng "dome" 
Several product category items arc offered that can 
o© seiseied for ntoro inforo^atfoo, such &s "nole- 
Pooks." "networks.* and "ponpherSIS." A single 
screeo or a set of nested window&'or- screens can 
f>a attached to esen product category. !neomiv®s 
to? calSfog xm vendor's soSHose numtser coutc; t>s 
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offered^ sucn &s freo caiaiogs, and special offers. 

The Ssrvicos Program Window prpvids-s ths 
Cijsfomsf with simple a "matrix toroV that altovrs 
m castpmer to doipte ai! or portions of ths "Try 
s and Buy" system, 

§<ampfe 2. 

Graphic imagss Try and Buy SysSersj {see Fig. 

m 1). in this ombodsmoot of the inv^iioo. matonai W 
ts an original image; material Mt contains a portion 
oi smi» that have fceeo i-smovod from too origins* 
imago; material M2 pfO¥id>as a portion of pixeis ihat 
are used in ropiacirsg the pixels removed from 

?s materia! MO (ie. matodai tvt2 provides a repiace- 
msot for materia! rVSi); arid materia! m is a fesuii- 
ing asnaiurod ;ntage that is of good slough qeaiity 
tof evatuatfefi purposes, but not for actoai applica- 
tion. 

st; 

Bgmpjea 

Digital Audio "Try and Buy" system (see Fig. 
<•?}. tn this emhixsiinofsf of the immdm. maieriaf MO 

ss is the origrnat audio material; materia; fvt2 is tio- 
naturicip audio {e.g. periodic b»ops, etc.} mixed into 
material tvtO to cseate o^atenaf m. To denature the 
original m&ieriai MO. SuopSion F2 uses third party 
added portion A2 to add portion A3 to ma;eriai M3. 

so Tito nssuffing matsrtai m is denatured audio that is 
of adaqtiafe guaiity for evaluation pytposas, but not 
for regular iistoniog. in fully onabted reproduction, 
function Fl uses pofflon A2 to romove iho aertoy- 
ing hoop. etc. iotrodooed by portion A3 from ma- 

.as teriai fvi3 and thsreoy recreate maforial MO. Ourlng 
trial i'eprcductso;; and enabled fepiodiictfon, fonc- 
tion F3 mixes tns residua! origsnai mstsrsa! 80 into 
elfhar snaterial M3 (tor teal reproduction) or ma- 
terial mq itor enabled ropreductioo). 

«? 

gxampls 4. 

Analog audio tape "Try arid Boy" system (see 
Fsg, 3j, in this eitiiXidiment of tt?e (ovontion, ma- 

4S teriai MO is the orip ; na! tape; and malaria! m w ttie 
dsnstured rape, wnich provides reproduction that is 
•good enorigh for evaio&tron purposes. 

!n thss ombo-dimom of the invention, function 
F3 denatures snd/or enables the mateost via liters 

so and amplifiers. 

For example, in this emoodlmeni of the Inveo- 
siom the audio signs! is denatured such that she 
test version of she audio signal, when reproduced. 
Includes annoying sporadic drops in volume. In the 

ss denaturing process, a bandpass filter is used so 
gate a Sehmlti trigger circuit The Sehrnlit trigger 
circuit, in trim, is used vj gate a voitege conuoiiec! 
sropirier tYCA). The VCA dmps the amptlturio of 
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the source audio signal by 20 dS far a ssr^s of 20 
millisecond tolarvsls. The intervals are spaesrt suf- 
ilciently iar apart to allow rnosntogtui evaluation of 
the material, tout not unrestricted eo.ioyiTtent of ins- 
material. 

The ohaoimg process uses the bandpass filter 
to ga58 the Sch?rwt< ;ngg©f, The Schmift trigger, in 
turn, is used to gate the voitage controlled amptrfier 
(VGA), which in turn boosts She amplitude of the 
source audio sigrsai by 20 dB for a series- oS 20 
millisecond intervals thss correspond so the inter- 
vals during which lbs signal amplitude was reduced 
during the denaturing process it has bos-! found 
tnai, if cross eemponenl foiotances are maintained. 
tm snaoled version of the audio signal is virtually 
indistinguistjable from me original voision or the 
audio signal. 

Aitijough the Invention is described herein with 
reforertoe to the preferred smbocSfmenf. one stated 
ie she ad: w>8 readily appreciate that other applica- 
tions may do substituted for thoss set forth fc«reir> 
without departing {rem She spirit and scope oi the 
present invention. Accordingly, the invention srsouJd 
only be limited by the Cissrrss included below. 

Claims 

1- An apparatus for transformation of ephemeras 
materials, comprising: 

a denaturing module 08.18,22,25} for separat- 
ing a portion i!4;5?,S8,59-40} of original ma- 
terial {i0;4} from said original material to pro- 
duce a denatured version m ,50,51 .S2;43) of 
She orlcloal material that Is functionally Iden- 
tical to Ihe original materisi. said denatured 
vemoo Including said separated perfect) 
{54;g?,S8.50;40) anc; a residual portion st2;4a 
of said origins! material, wherein said sepa- 
rated portion and said residual portion of said 
original roateriai are physically stored on the 
same medium {S3>, 

2. '"he apparatus of clami t, further comprising- 
a trial module (102.103.104:301.202.203)' lor 
sunervistog recombination of said separated 
ponion (!4.6>\58,5§:40} with said residual por- 
iioh iiS;4Zi of said original materia! to allow 
limited access to sard original material 

& The apparatus of claims i or 2, farther <xm~ 
pris-eg: 

a transaction modulo (81, 62, §3} for enabling 
fully functional access so said original material 
it0:4tf by rscombiniog said separated portion 
(i4;5?.5S.S9;4Q) and said reslduai podion 
{12:42) oi sard original material. 



4. The apparatus oi claim 2, said tnal module 
{I02.f03d04;20l, 202.2031 -neSudisio; a counter 
{103:3025 tor iimHing use of the Ofigrna! ma- 
terial. 

s 

5, The apparatus of any of claims t le 4, wherein 
said denaturing module (1&l$,22,25i hides 
said separatees portion ft 4} el said original 
material {ICrf, and wherein said denaturing. 

w modulo (18,19,22.25} generates a denstorsd 
portier? {ie;S4.55,58;44) of said original ma- 
teria! which replaces said separated portion of 
said erigit&i material. 

rs 8, Ids apparatus of any of cia-ms i So 5, vmeretn 
said denatured ponion is an aSlersd version of 
said separated portion. 

7. The. apparatus of claim 3. wherein said trans- 

29 action module {61,82,83} further comprises: 

a transaction eode generator {2SS} which oro» 
vides a unique idtsntrfying corle for said ma- 
terial to a remote transaction location (6 i }: and 
an enable code verier {208, 80S) whlet} re- 
28 corves and validates an enable code provided 
Py said remote transaction iocaiion in response 
to said identifying code; said enable code ver- 
ifler enadllrirg frilly Sunoffona! access to said 
original maisriai In response so a verrfled en- 

30 able coda, 

8. A proosss lor bl directional transforrriaiion oi 
epdemeral ma-enais, in wnich a portion ot 
original material «s removod iron> said original 

ss material to produce a denatured version ot the 
onglrjal masei-lal thai is functionally identical to 
tne oriainai malenai, said tssnaturod vers-pn 
including al least said ssparaled portion and a 
residual portion ot said original material, com- 

*5 prising tee steps of: 

supervising recombination of said separated 
pertiof! wi:l-i sale- residijai pr»tlon of said origi- 
nal material to allow limited access to said 
original material; and 

*s on&Pling unfosihcsed access lo said original 
msseriai if granted, dy recorndlnlng said sspa- 
raled porSs>n asid satd resiijnal poraors el sssid 
original matohal. 

so s< The process of claim 8, further comprising the 
stops of: 

l-ndiog said separated portion of s&d oridlnai 
matoriai; and 

gerie-atiftg a denatured portion of said original 
5§ maseris! which replaces said separated portion 
of said original material. 
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16. Jha process o! tsfther of cs«ims 8 and 8, further 
comprising Sho steps oS: 
provse'trig a unique ktesSfyjfig code tor said 
Ofig'f&i massiiai go s swots transaction toca- 
ttao; and s 
s-ecefis'sng and vsiidatmg m wahte code pro- 
vsdod by ssfci rcmr.Mo transaction focaiion m 
response to said i<3tenS!ymo; cods, thereby m> 
abilno; um«8srk:t8d access to said original mas- 
titis* in response to s vsrtfiecs snafote code, ?o 
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